F::RTINET

FortiManager - CLI Reference
Version 6.4.10




FORTINET DOCUMENT LIBRARY
https://docs.fortinet.com

FORTINET VIDEO GUIDE
https://video.fortinet.com

FORTINET BLOG
https://blog.fortinet.com

CUSTOMER SERVICE & SUPPORT
https://support.fortinet.com

FORTINET TRAINING & CERTIFICATION PROGRAM
https://www.fortinet.com/training-certification

NSE INSTITUTE
https://training.fortinet.com

FORTIGUARD CENTER
https://www.fortiguard.com

END USER LICENSE AGREEMENT
https://www.fortinet.com/doc/legal/EULA.pdf

FEEDBACK
Email: techdoc@fortinet.com

=:RTINET

November 3, 2022
FortiManager 6.4.10 CLI Reference
02-6410-607319-20221103


https://docs.fortinet.com/
https://video.fortinet.com/
https://blog.fortinet.com/
https://support.fortinet.com/
https://www.fortinet.com/training-certification
https://training.fortinet.com/
https://www.fortiguard.com/
https://www.fortinet.com/doc/legal/EULA.pdf
mailto:techdoc@fortinet.com

TABLE OF CONTENTS

Change Log ...l 12
Introduction .. 13
FortiManager documentation ... . 13
What’s New in FortiManager 6.4 ... ... . .l 14
FortiManager 6.4.10 ... . 15
FortiManager 6.4.0 15
FortiManager 6.4.8 15
FOrtIManager B.4. 7 16
FOrtIManager B.4.6 17
FortiManager 6.4.5 18
FortiManager 6.4.4 18
FOrtIMaNager B.4.3 19
FortiManager 6.4, 2 21
FortiManager 6.4. 1 21
FortiManager 6.4.0 22
Using the Command Line Interface ... . . . ... 25
CLI command sSyntax ... . 25
Connectingtothe CLI ... 26
Connecting to the FortiManagerconsole ... ... 26
Setting administrative accessonaninterface ... 27
Connecting to the FortiManager CLIusing SSH ... 27
Connecting to the FortiManager CLIusingthe GUI ... 28

CLl 0D e CS 28
CLIcommand branCches ... 28
config branCh 28

get branCh . 30
SNOW DraNCh L 32
eXECULE DraNCh 33
diagnose DranCh 33
Example command SEQUENCES ... 33
CLIDASICS ..o 34
CommaNnd NI ... 34
COMMIANA IO . 35
Command completion ... . 35
Recallingcommands ... 35
Editing COmMmMands . 35
Line CoNtiNUALION ... 35
Command abbreviation ... 36
ENVIrONmMent Variables .. 36
Encrypted password SUPPOIt ... 36
Entering spaces in Strings ... 37
Entering quotation marks instrings ... 37
Entering a questionmark (?)inastring ... . 37

FortiManager 6.4.10 CLI Reference
Fortinet Inc.



International Characters ... 37

Special characters ... 37
IPV4 address formats . ... 37
Changingthe baudrate ... . 38
Debuglog levels ... 38
Administrative DoOmains ... 39
AD OIS OVEIVI W .o 39
Configuring ADOMS 40
ConcurreNt ADOM ACCESS ... 41
SY S M 43
AN 43
AAMIN GEOUD 43
AAMIN A 44
admin Profile L 46
AAMIN FAAIUS . 53
AAMIN SO NG L 54
AAdMIN  ACACS ... 57
AN USB 58
AlEI-CONSOlE . 65
Al emMal .. 66
AULO-AEIE e 67
bacKUP all-SetiNGS ... 68
eI ICAtE 69
CeMITICatE Ca ... 69
CertifiCate Ol .. 69
certificate l0Cal ... ... 70
certificate Of D ... 71
certificate remOte ... 71
certificate SSN ... 72
CONNEC O 72
AIM 73
AN 75
AOCK T 76
DS o 77
FOT IV W 77
FOMtIVIEW SEHING .. 77
fortiview autocache ... 78
GIODal 78
TN ZONES . 84

N 85
General FortiManager HA configurationsteps ... ... ... 87
IO ACE 88
10CallOg . . 90
locallog Setting ... . 90
locallog disk SetiNg ... 90
locallog filter ... 93

FortiManager 6.4.10 CLI Reference

Fortinet Inc.



locallog fortianalyzer (fortianalyzer2, fortianalyzer3) setting ....................................... 95

locallog memory SettiNg ... 96
locallog syslogd (syslogd2, syslogd3) setting ... ... 97
O 98
oG Al 98
log device-disable ... 99
loginterface-stats ... 99
LOG IO 100
lO0g Mail-AomMain ... 100
log ratelimit 101
l0g SetINGS . 102
O IOPOIOY ... 104
OG- O O 105
log-fetch client-profile ... 105
log-fetCh SEIVEr-SEtING ... .. e 107
Ml 107
Metadata 108
DD 109
PASSWOIA-POLICY ... 110
PO DO 110
FEPOM AULO-CaCNE .. 110
report €St-broWSe-tiMe .. . 111

PO DO G OUD 111

PO PO SO NG . 112
FOU 113
FOU G 113
SAM 114
SN T . 116
S I 117
SNMP COMMUNILY e 117
SNIMIP SYSINTO 120
SN D US O 121
SOl 122
SV OG 127
W DD Oy 127
workflow approval-matriX ... 128
fupdate . 130
analyzer VirUSrepOrt . 130
AV DS 131
av-iPS adVanCed-10g ... 131
AV-IPS WD P OXY . 131
custom-Ur-liSt . 132
AISK-QUOTA .. 133
fCl-SIVICES . 133
OSSO NG .o 134
fds-setting push-override ... 135

FortiManager 6.4.10 CLI Reference

Fortinet Inc.



fds-setting push-override-to-Client ... ... 136

fAds-Setling SEIVEr-OVEITIAE ... ... e 137
fds-setting update-schedule ... 137
WSO NG 138
U Y O 139
PUD I CNE WO K 139
SEIVEr-aCCESS-PrONIES .. 140
server-override-Status ... 141
SOV G 141
WD S DA 142
Web-spam fgd-Setling ... 142
WED-SPaM WD PrOXY . 146
EXOCURE 147
Add-ON-lCENS 147
add-vm-liCense ... 148
DA CKUD 148
OO I MaAgE .. 150
CertifiCat e 150
certificate Ca ... . 150
CErtifICAtE IOCAI ... . 151
certificate remote ... . 153
OIS SIS .o 153
console baudrate ... 153
ate 154
OVICE . 154
A IV T 155
AMSEIVEr CleaIT eV 155
AMSerVer eIl 156
dmserver reVlist 156
dmserver showcoNnfig ... 156
AMSEIVEr SNOWABY .. e 156
AMSEIVEr SNOWIEY 157
erasedisk . 157
FaC Oy -l OIS 157
fgfm reclaim-dev-tunnel ... 158
I DO Oy 158
fmpolicy check-upgrade-object ... 158
fmpolicy clone-adom-object . 159
fmpolicy copy-adom-ObjecCt ... ... ... 159
fmpolicy install-Config ... 160
fmpolicy link-adom-0bject ... 160
fmpolicy print-adom-database ... 160
fmpolicy print-adom-object ... 161
fmpolicy print-adom-package ... 161
fmpolicy print-adom-policyblock ... 161
fmpolicy print-device-database ... . 162

FortiManager 6.4.10 CLI Reference

Fortinet Inc.



fmpolicy print-device-object ... . 162

fmpolicy promote-adom-0b eCt ... .. 163
fmpolicy upload-print-log ... 163
TNPIOTIlE 163
fmprofile COpy-to-devViCe ... ... 164
fmprofile delete-profile ... 164
fMProfile @XPOrt-PrOfile ... 164
fmprofile IMpPort-fromM-AeVICE ... .. e 165
fMProfile IMPOrt-PrOfile ... 165
NProfile liSt-profiles .. . 165
TS OO 166
fmscript clean-sched ... 166
TSPt COPY 166
NSO P A O e . 166
TSP MO 167
TS O Dt ISt L 168
TS O I Dt TUN 168
fMSCHiPt SNOWIOG . 169
UL 169
Ut CArOM 170
FOMNIA L 171
O O o 172
O DS 172
O 173
log adom disK_QUOTA ... .. 173
logdevice disk_qQUOta ... 173
l0g deviCe PermMISSIONS ... .. 174
(0g deVICE VAOM 174
g AIp-fIlES CIEAN ... ..o 175
oG IMIPO 175
log ips-PKt Clear 175
log quarantine-files Clear ... ... ... 176
lOg St O agE-WaAINING .. 176
OG- O N 176
log-TetCh ClENt L 176
lOg-TElCN SEIVET . 177
oG-I g Ity 177
IV 178
MaX-AEV-lICENCE .. 178
G A 179
DI 179
PING G 180
LI 180
FEDOO . 180
PO IOV 181
SO 181
reset-sqllog-transter 182

FortiManager 6.4.10 CLI Reference

Fortinet Inc.



SANIS 184
SO S O . 184
SNULAOWN . 185
SOI-IOCAl 185
Sl-QUErY-Aataset ... ... 186
SQI-QUEIY-0ENEIIC o 186
SOI-T OO 187
SO 189
SSh-KNOWN-NOSES 190
BB 190
M 190
oD 191
ErACEIOU e 192
BraCErOU e 192
QI agNOS e 194
auto-delete 194
CAD 195
AOOUG 196
debug appliCation ... 196
debug backup-oldformat-script-logs ... 200
debug CADCNK 200
AU Cli 201
AEDUG CONS O . 201
debUg COredUMID ..o 201
debUg Crashlog ... 202
debUg diSable ... 202
AEDUG AP 202
debug enable 203
AeOUG GUI 203
debuginfo 203
AebUG KIOG .. 203
AEDUG TS 204
DU SOIVICE . 204
AEDUG SYSINTO ..o 204
debug SYSINfO-10g ... 205
debug sysinfo-log-backup ... 205
debug sysinfo-log-list 205
debug timestamp 205

A DUG VM 206
AebUG VIMINTO L 206
AIP-arCNIVES 206
JOCKET 207
AV 207
AV A0 208
AVM Capability .o 208
AV CNaS SIS 208

FortiManager 6.4.10 CLI Reference
Fortinet Inc.



dvm CheCK-INtegrity ... 209

AV CST 209
AVM AbS atUS 209
AV AEDUG 209
AV AOVICE 210
dvm device-tree-update ... 211
AV EX ENA T 211
AV D 212
AV W 213
AV GEOUD o 213
AV OCK 213
AV PIOC 213
AV TNV 213
dvm supported-platiorms ... 214
AV A 214
AVMIEaSKING 214
dvmtransaction-flag ... 215
AV WK OW 215
FAZ-CAD 215
faz-CAD UPGrade ... 216
fAzZ-CAD FES O 216
O N 217
TN WO K 217
NNE WO ArD 217
fmnetwork interface ... 217
fmnetwork netstat ... 218
TUDAALE o 218
FOMt O 221
W AN A GO 222
P 224
DA AW I 224
NG ANt 224
BN S . 225
LOg AEVICE 225
P 226
OO 226
TN 226
S O 227
SOl 231
SVCIOO0IS 235
SY S O . 236
SyStem admin-SESSION ... ... 236
SV S M QIS .. 237
SY S M EX PO Tt 238
SYSteM flash 239
SV S O F SO .o 239
SY S M GOOID oo 240

FortiManager 6.4.10 CLI Reference

Fortinet Inc.



SYS M GEOID-CItY ..o 240

systeminterface ... . 241

SY S M AP SEIVET . 241

SY S M N D 241
SYS e PrINt . 242

SY S M PrOCESS . 242

SV S M I 243

SY S M FOU e .. 243
SYSteM rOULEG . 244

SY S M SO VO 244
O S 244
testapplication ... 244
test conNNeCtion ... . 254
testdeploymanager ... 254
tesSt POlICY-CheCK . 254
teSt SearCh L 255
BESt S D o 255
UPIOAA 255
UPIoAad Clear ... 255
UPload Status ... .. 256
Pl 256
GO 257
fmupdate analyzer ... 258
fNUPAAtE AV-IDS . 258
fmupdate customM-Ur-liSt L. 258
fmupdate disk-QUota ... ... 258
fmupdate fCt-SEIVICES .. o 259
fmupdate fAs-Setting ... 259
fmupdate fWm-Setting ... 260
fUPdate MU Y O . 260
fmupdate pUubliCNEtWOrK ... .. 261
fmupdate server-access-prionities .. ... 261
fmupdate server-override-status ... 261
fNUPAate SEIVICE . o 261
fmupdate Web-Spam .. 262
SYS M AdMUIN L 262
system alert-CoNS0le ... ... 263
system alertemail ... 264
system auto-delete ... 264
SYS EM DACKUD . 264
SYSIEM CeIfICAte .. 265
SYS EM CONMNEC O 266
SY S M A 266
SYS M OIS 267
SY S M OGO . 267
SYS M fIDS . 267

FortiManager 6.4.10 CLI Reference

Fortinet Inc.

10



SYS M O IV W 268

system global . . 268
SY S M N 269
SYSIEMUINTEITACE ... 270
systemlocallog ... 271
SV S I IOQ .o 272
SYSIEM IOG TEICN 273
SYStemM lOgIMItS 273
SYS M Ml 274
system metadata ... 274
SY S M D 274
SYSIeM PaSSWOIrA-POIICY ... ... 275
system performance ... 275
SY S M DOt 276
SY S M FOU e 276
SYSIEM FOULEE .. 277
SY S M SaMI 277
SY S M ST O 278
Sy S M S L 278
SY S M SOl 278
SYStem Status ... . 280
SYS M SYSIOg 280
SY S M WD DI OXY 281
SYSIEmM WOTKI OW 281
SROW 282
Appendix A -CLIErrorCodes ... 283

FortiManager 6.4.10 CLI Reference

Fortinet Inc.

11



Change Log

Date Change Description

2022-11-03 Initial release.
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Introduction

FortiManager Centralized Security Management provides a single-pane-of-glass for visibility across the entire Fortinet
Security Fabric, as well as to manage Fortinet’s security and networking devices to speed the identification of, and
response to, security incidents. It allows easy control of the deployment of security policies, FortiGuard content security
updates, firmware revisions, and individual configurations for thousands of Fortinet devices.

FortiManager includes:

Enterprise-class centralized management with single pane-of-glass

Full control of your network with the Fortinet security fabric

Common security baseline enforcement for multi-tenancy environments
Multi-tier management for administrative and virtual domain policy management
Scalable centralized device & policy management

FortiManager documentation

The following FortiManager product documentation is available:

FortiManager Administration Guide

This document describes how to set up the FortiManager system and use it to manage supported Fortinet units. It
includes information on how to configure multiple Fortinet units, configuring and managing the FortiGate VPN
policies, monitoring the status of the managed devices, viewing and analyzing the FortiGate logs, updating the virus
and attack signatures, providing web filtering and email filter service to the licensed FortiGate units as a local FDS,
firmware revision control and updating the firmware images of the managed units.

FortiManager device QuickStart Guides

These documents are included with your FortiManager system package. Use this document to install and begin
working with the FortiManager system and FortiManager GUI.

FortiManager Online Help

You can get online help from the FortiManager GUI. FortiManager online help contains detailed procedures for
using the FortiManager GUI to configure and manage FortiGate units.

FortiManager CLI Reference

This document describes how to use the FortiManager Command Line Interface (CLI) and contains references for
all FortiManager CLI commands.

FortiManager Release Notes

This document describes new features and enhancements in the FortiManager system for the release, and lists
resolved and known issues. This document also defines supported platforms and firmware versions.
FortiManager VM Install Guide

This document describes installing FortiManager VM in your virtual environment.

FortiManager 6.4.10 CLI Reference
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What's New in FortiManager 6.4

The following tables list the commands and variables that have changed in the CLI.
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FortiManager 6.4.10

FortiManager 6.4.10

The table below lists commands which have changed in version 6.4.10.

Command Change

diagnose cdb check Command added:
* internet-service-name

diagnose dvm workflow Command added:
» workflow-db-reset

diagnose sgl config Commands updated:
¢ hcache-max-base-row

¢ hcache-max-fv-row-per-timescale

diagnose svctools import Commands updated:
* local name
* remote
diagnose system process Command added:
o fdlist

FortiManager 6.4.9

The table below lists commands which have changed in version 6.4.9.

Command Change

diagnose dvm supported-platforms Variable updated:
o fortiswitch

diagnose sgl remove Variable updated:
¢ hcache

diagnose system export Variables updated:
¢ crashlog

* dminstallog
¢ upgradelog
e vartmp

FortiManager 6.4.8
The table below lists commands which have changed in version 6.4.8.
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FortiManager 6.4.10

Command Change

config fmupdate fwm-setting Variable added:
e log

config system admin user Variable added:

« fingerprint
config system fortiview setting Variable added:

e data-source

config system global Command added:

* ssl-cipher-suites
config system locallog disk setting Variable added:

¢ max-log-file-num

config system log Command added:
¢ ratelimit
config system ntp Variables added:
e maxpoll
e minpoll

Variable removed:

e sync_interval
config system syslog Variables added:

* reliable

* secure-connection

¢ local-cert

* peer-cert-cn

config system web-proxy Command added
diagnose debug application Command added:
e dmssh

Command removed:

e ntpd
diagnose rtm Command added
execute dmserver Command added:

e clearrev

FortiManager 6.4.7

The table below lists commands which have changed in version 6.4.7.
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FortiManager 6.4.10

Command Change

config system global Variable added:
¢ normalized-intf-zone-only

config system log Command added:
 topology
config system log settings Variable added:

¢ keep-dev-logs

diagnose system print Command updated:
o df
execute fmpolicy link-adom-object Command added

FortiManager 6.4.6

The table below lists commands which have changed in version 6.4.6.

Command Change

config fmupdate fds-setting Variables added:
¢ system-support-fdc
» system-support-fts
Variable removed:
e system-support-fsw
config fmupdate service Variable added:
e query-iot
config fmupdate web-spam fgd-setting Variables added:
* jot-cache
* iot-log
* jot-preload
* restrict-iots-dbver

config system admin profile Variable added:
« fabric-viewer

config system admin setting Variables added:
 central-ftgd-local-cat-id
 idle_timeout_api
« idle_timeout_gui

config system admin user Variable added:
* login-max
config system docker Variable added:

¢ docker-user-login-max

FortiManager 6.4.10 CLI Reference
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FortiManager 6.4.10

Command Change
config system locallog {syslogd | syslogd2 | Variables added:
syslogd3} setting . cert

* reliable

e secure-connection

config system mail Variables added:
¢ auth-type
¢ local-cert
diagnose fmupdate Command added:

e priority-download

diagnose sgl debug hcache-agg Command updated:
e show
diagnose sgl debug logview Command added
diagnose sgl debug sglgry Command updated:
e show
diagnose system disk Command added:
» usage
execute fmupdate Command added:

o fgd-db-merge

FortiManager 6.4.5

Command Change

config system docker Variables added:
* cpu
* mem
config system global Variable added:

¢ multiple-steps-upgrade-in-autolink

FortiManager 6.4.4

The table below lists commands which have changed in version 6.4.4.

Command Change

config system log device-disable Command added

FortiManager 6.4.10 CLI Reference
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FortiManager 6.4.10

Command Change

diagnose debug application Command added:
e sqlreportd
Commands updated:
e ddmd
e fgfmsd
» oftpd
* sqlplugind
diagnose dvm extender Commands added:
e copy-data-to-device
e import-dataplan-to-adom
¢ import-sim-profile-to-adom
* reset-adom
¢ set-sim-profile

diagnose faz-cdb reset Command added
diagnose sqgl config debug-filter {set | test} Command updated
diagnose sql debug Command added
diagnose sgl hcache Command removed:

e aggregate
Command renamed:
* listto plan

diagnose sqgl hcache aggregate status Command renamed and updated to
diagnose sgl hcache list

diagnose sgl hcache show Commands added:
e hcache-query
* hcache-res-tbl

diagnose system export Commands updated:
e crashlog
e dminstallog
e upgradelog

e vartmp
diagnose system interface Command added
execute remove resync Command added
execute reset adom-settings Command updated

FortiManager 6.4.3

The table below lists commands which have changed in version 6.4.3.
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FortiManager 6.4.10

Command Change

config system admin setting Variable added:
e sdwan-skip-unmapped-input-device

config system dm Variable added:
» conf-merge-after-script

config system docker Variables added:
 default-address-pool_base
 default-address-pool_size
« fortiauthenticator
« fortisigconverter

config system global Variables removed:
 hitcount_concurrent
 hitcount_interval
¢ policy-hit-count
¢ workflow-max-sessions
Variable updated:
e workspace-mode

config system locallog {disk | memory | fortianalyzer Variable added:
| fortianalyzer2 | fortianalyzer3 | syslogd |

» docker
syslogd2 | syslogd3} filter
config system log interface-stats Variable added:
* billing-report
config system sqgl Variable added:

e compress-table-min-age

diagnose debug application fnbam Command renamed to auth
diagnose docker upgrade Command updated
diagnose fmupdate check-disk-quota Command added
diagnose fwmanager Command added:

e download-image
Command removed:
¢ cancel-grp-schedule
Command renamed and updated:
 cancel-dev-schedule to cancel-schedule
Commands updated:
e set-dev-schedule
¢ show-dev-upgrade-path

diagnose ha debug-sync Command removed
execute fmupdate {ftp | tftp} fds-export Command added
execute reset hitcount Command removed

FortiManager 6.4.10 CLI Reference
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FortiManager 6.4.10

FortiManager 6.4.2

The table below lists commands which have changed in version 6.4.2.

Command Change

config fmupdate fwm-setting

config fmupdate service
config system admin profile

diagnose debug vmd
diagnose faz-cdb

diagnose fmupdate fds-dump

diagnose sqgl config

diagnose system mapserver

FortiManager 6.4.1

The table below lists commands which have changed in version 6.4.1.

Variable added:
* immx-source

Variable removed:
e query-geoip

Variable added:
* extension-access

Command added
Command added

Commands added:
 fds-log

» fect

e immx

e oblt

Commands removed:
e downstream-fct
o fct

o fgt

Commands added:
¢ sampling-max-row
¢ sampling-status
¢ sampling-type

Command added

Command Change

config system admin user

config system certificate oftp

FortiManager 6.4.10 CLI Reference
Fortinet Inc.

Variables removed:

¢ restrict-access
¢ restrict-dev-vdom

Variables added:

¢ |ocal
* mode
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FortiManager 6.4.10

Command Change

Variable removed:

e custom

config system locallog {memory | disk | Variable added:

fortianalyzer | fortianalyzer2 | . aid

fortianalyzer3 | syslogd | syslogd2 | syslogd3}

filter
diagnose dvm taskline Command added
diagnose fmupdate fds-getobject Command updated
execute backup all-settings {ftp | scp | sftp} Command updated
execute reset all-shutdown Command added

FortiManager 6.4.0

The table below lists commands which have changed in version 6.4.0.

Command Change

config fmupdate fds-setting Variables added:
o fortiguard-anycast
« fortiguard-anycast-source
config fmupdate fwm-setting Variables added:
¢ auto-scan-fgt-disk
e check-fgt-disk
« fds-failover-fmg
Variables removed:
¢ max-fds-retry
 skip-disk-check
config system admin profile Variable added:
* allow-to-install

config system admin setting Variable added:
¢ show-fct-manager

config system dm Variable added:
» fgfm-install-refresh-count

config system docker Command added

config system global Variables added:
¢ per-policy-lock
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FortiManager 6.4.10

Command Change

 private-data-encryption

config system ha

config system locallog {disk | memory | fortianalyzer
| fortianalyzer2 | fortianalyzer3 | syslogd |
syslogd2 | syslogd3} filter

config system saml

diagnose cdb check db-schema-version

diagnose debug application

diagnose debug service

diagnose dlp-archives verify-quar-db
diagnose docker
diagnose fmupdate dbcontract

diagnose fwmanager

diagnose incident
diagnose license

diagnose sgl config

diagnose sgl upload

FortiManager 6.4.10 CLI Reference
Fortinet Inc.

Variable added:
e local-cert

Variable added:
e incident

Command added:
e fabric-idp
Variable added:
¢ default-profile

Command removed

Commands added:
* docker

e dump

e siemagentd

e siemdbd

Commands added:
e anonymous

e dbcache

e dump

e fazecmd

e rpc-auth

Command added
Command added
Command updated

Commands added:

» set-controller-schedule

« test-upgrade-path
Commands updated:

e set-dev-schedule

e set-grp-schedule

e show-dev-upgrade-path

Command added
Command added

Commands removed:
e topdev-log-thres
* topdev-num-max

Command updated
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Command Change

diagnose test application Commands added:
e siemagentd
» siemdbd
execute add-on-license Command updated
execute iotop Command updated

FortiManager 6.4.10 CLI Reference
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Using the Command Line Interface

This chapter explains how to connect to the CLI and describes the basics of using the CLI. You can use CLI commands
to view all system information and to change all system configuration settings.

This chapter describes:

CLI command syntax
Connecting to the CLI
CLI objects

CLI command branches
CLlI basics

CLI command syntax

This guide uses the following conventions to describe command syntax.

Angle brackets < > indicate variables.
Vertical bar and curly brackets { | } separate alternative, mutually exclusive required keywords.
For example:
set protocol {ftp | sftp}
You can enter set protocol ftporset protocol sftp.
Square brackets [ ] indicate that a variable is optional.
For example:
show system interface [<name str>]
To show the settings for all interfaces, you can enter show system interface. To show the settings for the
Port1 interface, you can enter show system interface portl.
A space separates options that can be entered in any combination and must be separated by spaces.
For example:
set allowaccess {http https ping snmp ssh webservice}
You can enter any of the following:

set allowaccess ping
set allowaccess https ping
set allowaccess http https ping snmp ssh webservice

In most cases to make changes to lists that contain options separated by spaces, you need to retype the whole list
including all the options you want to apply and excluding all the options you want to remove.

Special characters:
o The\is supported to escape spaces or as a line continuation character.
« The single quotation mark ' and the double quotation mark “ are supported, but must be used in pairs.

« Ifthere are spaces in a string, you must precede the spaces with the \ escape character or put the stringin a
pair of quotation marks.

FortiManager 6.4.10 CLI Reference 25
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Using the Command Line Interface

Connecting to the CLI

You can use a direct console connection, SSH, or the CLI console widget in the GUI to connect to the FortiManager CLI.
For more information, see the FortiManager Administration Guide and your device’s QuickStart Guide.

o Connecting to the FortiManager console

» Setting administrative access on an interface

« Connecting to the FortiManager CLI using SSH

o Connecting to the FortiManager CLI using the GUI

Connecting to the FortiManager console

To connect to the FortiManager console, you need:

« acomputer with an available communications port

» aconsole cable, provided with your FortiManager unit, to connect the FortiManager console port and a
communications port on your computer

 terminal emulation software, such as HyperTerminal for Windows.

Al
‘9' The following procedure describes how to connect to the FortiManager CLI using Windows
- HyperTerminal software. You can use any terminal emulation program.

To connect to the CLI:

1. Connect the FortiManager console port to the available communications port on your computer.
2. Make sure that the FortiManager unit is powered on.
3. Start a terminal emulation program on the management computer, select the COM port, and use the following

settings:
COM port com1
Baud rate 115200
Data bits 8
Parity None
Stop bits 1
Flow control None

4. Press Enter to connect to the FortiManager CLI.
5. Inthelog in prompt, enter the username and password.
The default log in is username: admin, and no password.

You have connected to the FortiManager CLI, and you can enter CLI commands.

FortiManager 6.4.10 CLI Reference 26
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Setting administrative access on an interface

To perform administrative functions through a FortiManagernetwork interface, you must enable the required types of
administrative access on the interface to which your management computer connects. Access to the CLI requires
Secure Shell (SSH) access. If you want to use the GUI, you need HTTPS access.

To use the GUI to configure FortiManager interfaces for SSH access, see the FortiManager Administration Guide.

To use the CLI to configure SSH access:

1. Connect and log into the CLI using the FortiManager console port and your terminal emulation software.
2. Use the following command to configure an interface to accept SSH connections:
config system interface
edit <interface name>
set allowaccess <access_ types>
end
Where <interface name> is the name of the FortiManager interface to be configured to allow administrative
access, and <access_types> is a whitespace-separated list of access types to enable.

For example, to configure port1 to accept HTTPS and SSH connections, enter:

config system interface
edit portl
set allowaccess https ssh

end
\‘ ! 'l
q Remember to press Enter at the end of each line in the command example. Also, type
|| end and press Enter to commit the changes to the FortiManager configuration.

3. To confirm that you have configured SSH access correctly, enter the following command to view the access settings
for the interface:
get system interface <interface name>

The CLI displays the settings, including the management access settings, for the named interface.

Connecting to the FortiManager CLI using SSH

SSH provides strong secure authentication and secure communications to the FortiManager CLI from your internal
network or the internet. Once the FortiManager unit is configured to accept SSH connections, you can run an SSH client
on your management computer and use this client to connect to the FortiManager CLI.

To connect to the CLI using SSH:

Install and start an SSH client.

Connect to a FortiManager interface that is configured for SSH connections.
Enter a valid administrator name and press Enter.

Enter the password for this administrator and press Enter.

The FortiManager model name followed by a # is displayed.

You have connected to the FortiManager CLI, and you can enter CLI commands.

P owbd-=
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Connecting to the FortiManager CLI using the GUI
The GUI also provides a CLI console window.

To connect to the CLI using the GUI:

1. Connectto the GUl and log in.
For information about how to do this, see the FortiManager Administration Guide.
2. Goto System Settings > Dashboard

3. Clickinside the CLI Console widget. If the widget is not available, select Toggle Widgets from the toolbar to add the
widget to the dashboard.

CLI objects

The FortiManager CLI is based on configurable objects. The top-level objects are the basic components of FortiManager
functionality. Each has its own chapter in this guide.

fmupdate Configures settings related to FortiGuard service updates and the FortiManager unit’s built-in FDS.
See fmupdate on page 130.

system Configures options related to the overall operation of the FortiManager unit, such as interfaces,
virtual domains, and administrators. See system on page 43.

There is a chapter in this manual for each of these top-level objects. Each of these objects contains more specific lower
level objects. For example, the system object contains objects for administrators, dns, interfaces, and so on.

CLI command branches

The FortiManager CLI consists of the following command branches:

config branch execute branch
get branch diagnose branch
show branch

Examples showing how to enter command sequences within each branch are provided in the following sections.

config branch

The config commands configure objects of FortiManager functionality. Top-level objects are not configurable, they are
containers for more specific lower level objects. For example, the system object contains administrators, DNS
addresses, interfaces, routes, and so on. When these objects have multiple sub-objects, such as administrators or
routes, they are organized in the form of a table. You can add, delete, or edit the entries in the table. Table entries each
consist of keywords that you can set to particular values. Simpler objects, such as system DNS, are a single set of
keywords.

FortiManager 6.4.10 CLI Reference 28
Fortinet Inc.


https://docs.fortinet.com/document/fortimanager/6.4.10/administration-guide/643984

Using the Command Line Interface

To configure an object, you use the config command to navigate to the object’s command “shell”. For example, to
configure administrators, you enter the command

config system admin user

The command prompt changes to show that you are in the admin shell.
(user) #

This is a table shell. You can use any of the following commands:

delete Remove an entry from the FortiManager configuration. For example in the
config system admin shell,type delete newadmin and press Enter to
delete the administrator account named newadmin.

edit Add an entry to the FortiManager configuration or edit an existing entry. For
example inthe config system admin shell:
e typeedit admin and press Enter to edit the settings for the default admin
administrator account.
e type edit newadmin and press Enter to create a new administrator
account with the name newadmin and to edit the default settings for the new
administrator account.

end Save the changes you have made in the current shell and leave the shell. Every
configcommand must be paired with an end command. You return to the root
FortiManager CLI prompt.
The end command is also used to save set command changes and leave the
shell.

get List the configuration. In a table shell, get lists the table members. In an edit shell,
get lists the keywords and their values.

purge Remove all entries configured in the current shell. For example in the config
user local shell:
» type get to see the list of user names added to the FortiManager
configuration,
e type purge and then y to confirm that you want to purge all the user names,
¢ type get again to confirm that no user names are displayed.

show Show changes to the default configuration as configuration commands.

If you enter the get command, you see a list of the entries in the table of administrators. To add a new administrator, you
enter the edit command with a new administrator name:

edit admin 1

The FortiManager unit acknowledges the new table entry and changes the command prompt to show that you are now
editing the new entry:

new entry 'admin 1' added
(admin_ 1) #

From this prompt, you can use any of the following commands:

abort Exit an edit shell without saving the configuration.
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config In a few cases, there are subcommands that you access using a second config command while
editing a table entry. An example of this is the command to add host definitions to an SNMP
community.

end Save the changes you have made in the current shell and leave the shell. Every config command

must be paired with an end command.
The end command is also used to save set command changes and leave the shell.

get List the configuration. In a table shell, get lists the table members. In an edit shell, get lists the
keywords and their values.

next Save the changes you have made in the current shell and continue working in the shell. For
example if you want to add several new admin user accounts enter the config system admin
user shell.
1. Enteredit Userl and press Enter.
2. Use the set commands to configure the values for the new admin account.
3. Enter next to save the configuration for User1 without leaving the config system admin

user shell.

4. Continue using the edit, set, and next commands to continue adding admin user accounts.
5. Type end then press Enter to save the last configuration and leave the shell.

set Assign values. For example from the edit admin command shell, typing set passwd newpass

changes the password of the admin administrator account to newpass.

Note: When using a set command to make changes to lists that contain options separated by
spaces, you need to retype the whole list including all the options you want to apply and excluding
all the options you want to remove.

show Show changes to the default configuration in the form of configuration commands.

unset Reset values to defaults. For example from the edit admin command shell, typing unset
passwd resets the password of the admin administrator account to the default of no password.

The config branch is organized into configuration shells. You can complete and save the configuration within each
shell for that shell, or you can leave the shell without saving the configuration. You can only use the configuration

commands for the shell that you are working in. To use the configuration commands for another shell you must leave the

shell you are working in and enter the other shell.

The root prompt is the FortiManager host or model name followed by a #.

get branch

Use get to display settings. You can use get within a config shell to display the settings for that shell, or you can use

get with a full path to display the settings for the specified shell.

To use get from the root prompt, you must include a path to a shell.

Example

When you type get inthe config system admin user shell, the list of administrators is displayed.

Atthe (user) # prompt, type:

get
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The screen displays:

== [ admin ]
userid: admin
== [ admin2 ]
userid: admin?2
== [ admin3 ]
userid: admin3

Example

When you type get in the admin user shell, the configuration values for the admin administrator account are displayed.

edit admin

Atthe (admin) # prompt, type:
get

The screen displays:

userid : admin

login-max : 32

password : *

change-password : enable

trusthostl : 0.0.0.0 0.0.0.0

trusthost2 : 255.255.255.255 255.255.255.255

trusthost3 : 255.255.255.255 255.255.255.255

trusthost4 : 255.255.255.255 255.255.255.255

trusthost5 : 255.255.255.255 255.255.255.255

trusthost6 : 255.255.255.255 255.255.255.255

trusthost7 : 255.255.255.255 255.255.255.255

trusthost8 : 255.255.255.255 255.255.255.255

trusthost9 : 255.255.255.255 255.255.255.255

trusthostl0 : 255.255.255.255 255.255.255.255

ipvé_trusthostl : ::/0

ipv6 _trusthost2 : ffff:ffff:ffff:ffff:ffff:fFff:fEFF:ffFfF/128
ipv6 _trusthost3 : ffff:ffff:ffff:ffff:ffff:ffff:fFEFF:ffFfF/128
ipv6 trusthostd : ffff:ffff:ffff:ffff:ffff:ffff:fFFF:fFfFfF/128
ipv6 trusthostb5 : ffff:ffff:ffff:ffff:ffff:ffff:fEFF:FFFF/128
ipv6 trusthost6 : ffff:ffff:ffff:ffff:ffff:ffff:fEFf:FFFfF/128
ipv6 _trusthost7 : ffff:ffff:ffff:ffff:ffff:ffff:fEFf:FfFFfF/128
ipv6 trusthost8 : ffff:ffff:ffff:ffff:ffff:FFff:ffFF:££fF/128
ipv6 _trusthost9 : ffff:ffff:ffff:ffff:ffff:fFff:fEFF:£fFfF/128
ipv6_trusthostl0 : ffff:ffff:ffff:ffff:ffff:ffff:FFFf:ffFF/128
profileid : Super User

dev-group : (null)

web-filter:

ips-filter:

app-filter:
description : (null)
user type : local

ssh-public-keyl
ssh-public-key2
ssh-public-key3
avatar : (null)
meta-data:
== [ Contact Email ]
fieldname: Contact Email
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== [ Contact Phone ]

fieldname: Contact Phone
password-expire : 0000-00-00 00:00:00
force-password-change: disable
rpc-permit : none

last-name : (null)
first-name : (null)
email-address : (null)
phone-number : (null)
mobile-number : (null)
pager—-number : (null)
hidden : O
dashboard-tabs:
dashboard:

Example

You want to confirm the IPv4 address and netmask of the port1 interface from the root prompt.
Atthe # prompt, type:
get system interface portl

The screen displays:

name : portl
status : up
ip @ Fxx _Ex kkx o,k 255.255.255.0
allowaccess : https ssh
serviceaccess
speed : auto
description : (null)
alias : (null)
mtu : 1500
ipvé:
ip6-address: ::/0 ip6-allowaccess: ip6-autoconf: enable

show branch

Use show to display the FortiManager unit configuration. Only changes to the default configuration are displayed. You
can use show within a config shell to display the configuration of that shell, or you can use show with a full path to
display the configuration of the specified shell.

To display the configuration of all config shells, you can use show from the root prompt.

Example
When you type show and press Enter within the port1 interface shell, the changes to the default interface
configuration are displayed.
Atthe (portl) # prompt, type:
show
The screen displays:

config system interface
edit "portl"
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set ip *AF Kk xkk xk 255.255.255.0
set allowaccess https ssh
next
end

Example

You are working in the port1 interface shell and want to see the system dns configuration. Atthe (portl) # prompt,
type:

show system dns
The screen displays:

config system dns
set primary 172.39.139.53
set secondary 172.39.139.63
end

execute branch

Use execute to run static commands, to reset the FortiManager unit to factory defaults, or to back up or restore the
FortiManager configuration. The execute commands are available only from the root prompt.

Example

At the root prompt, type:

execute reboot

and press Enter to restart the FortiManager unit.

diagnose branch

Commands in the diagnose branch are used for debugging the operation of the FortiManager unit and to set
parameters for displaying different levels of diagnostic information. The diagnose commands are not documented in

this CLI Reference.

Ay
‘Q' diagnose commands are intended for advanced users only. Contact Fortinet Customer

Support before using these commands.

Example command sequences

Al
S L4
? The command prompt changes for each shell.
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To configure the primary and secondary DNS server addresses:

1.

Starting at the root prompt, type:

config system dns
and press Enter. The prompt changes to (dns) #.
Atthe (dns) # prompt, type ?
The following options are displayed.

set
unset
get
show
abort
end
Enter set 2
The following options are displayed:
primary
secondary
ip6-primary
ip6-secondary
To set the primary DNS server addressto172.16.100.100, type:
set primary 172.16.100.100
and press Enter.
To set the secondary DNS server addressto 207.104.200. 1, type:
set secondary 207.104.200.1
and press Enter.

To restore the primary DNS server address to the default address, type unset primary and press Enter.
If you want to leave the config system dns shell without saving your changes, type abort and press Enter.

To save your changes and exit the dns sub-shell, type end and press Enter.
To confirm your changes have taken effect after leaving the dns sub-shell, type get system dns and press

Enter.

CLI basics

This section covers command line interface basic information.

Command help

You can press the question mark (?) key to display command help.

« Press the question mark (?) key at the command prompt to display a list of the commands available and a
« Enter a command followed by a space and press the question mark (?) key to display a list of the options available

« Enter a command followed by an option and press the question mark (?) key to display a list of additional options
available for that command option combination and a description of each option.

description of each command.

for that command and a description of each option.
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Command tree

Enter t ree to display the FortiManager CLI command tree. To capture the full output, connect to your device using a
terminal emulation program, such as PuTTY, and capture the output to a log file. For conf ig commands, use the tree
command to view all available variables and sub-commands.

Command completion

You can use the tab key or the question mark (?) key to complete commands.

e You can press the tab key at any prompt to scroll through the options available for that prompt.

« You can type the first characters of any command and press the tab key or the question mark (?) key to complete
the command or to scroll through the options that are available at the current cursor position.

» After completing the first word of a command, you can press the space bar and then the tab key to scroll through the
options available at the current cursor position.

Recalling commands

You can recall previously entered commands by using the Up and Down arrow keys to scroll through commands you
have entered.

Editing commands

Use the left and right arrow keys to move the cursor back and forth in a recalled command. You can also use Backspace
and Delete keys, and the control keys listed in the following table to edit the command.

Beginning of line Control key + A
End of line Control key + E
Back one word Control key + B
Forward one word Control key + F
Delete current character Control key + D
Previous command Control key + P
Next command Control key + N
Abort the command Control key + C
If used at the root prompt, exit the CLI Control key + C

Line continuation

To break a long command over multiple lines, use a\ at the end of each line.
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Command abbreviation

You can abbreviate commands and command options to the smallest number of non-ambiguous characters. For
example, the command get system status canbe abbreviatedtog sy st.

Environment variables

The FortiManager CLI supports several environment variables.

$USERFROM The management access type (SSH, Telnet and so on) and the IPv4 address of
the logged in administrator.

$USERNAME The user account name of the logged in administrator.

$SerialNum The serial number of the FortiManager unit.

Variable names are case sensitive. In the following example, when entering the variable, you can type s followed by a
tab to auto-complete the variable to ensure that you have the exact spelling and case. Continue pressing tab until the
variable you want to use is displayed.

config system global
set hostname $SerialNum
end

Encrypted password support

After you enter a clear text password using the CLI, the FortiManager unit encrypts the password and stores it in the
configuration file with the prefix ENC. For example:

show system admin user userl
config system admin user
edit "userl"

set password ENC
UAGUDZ1yEaG30620s6afD3GaclFnOTOBClrVImMFc9ubL1W4AwEvHCcgGVg+ZnrgbudK7aryyflscXcX

dnQxskRcU3E9Xg01it82PgScwzGzGuJ5a9f
set profileid "Standard User"
next
end

Itis also possible to enter an already encrypted password. For example, type:
config system admin

then press Enter.

Enter:
edit userl

then press Enter.

Enter:

set password ENC
UAGUDZ1yEaG30620s6afD3GaclFnOTOBClrVImMFcOubLlW4wEvHcqGVg+ZnrgbudK7aryyflscXcXdnQOxsk

RcU3E9Xq0it82PgScwzGzGud5a9f
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then press Enter.

Enter:

end

then press Enter.

Entering spaces in strings

When a string value contains a space, do one of the following:

« Enclose the string in quotation marks, "Security Administrator", forexample.
» Enclose the string in single quotes, 'Security Administrator',forexample.
o Use a backslash (“\”) preceding the space, Security\ Administrator, forexample.

Entering quotation marks in strings

If you want to include a quotation mark, single quote, or apostrophe in a string, you must precede the character with a
backslash character. To include a backslash, enter two backslashes.

Entering a question mark (?) in a string

If you want to include a question mark (?) in a string, you must precede the question mark with CTRL-V. Entering a
question mark without first entering CTRL-V causes the CLI to display possible command completions, terminating the
string.

International characters

The CLI supports international characters in strings.

Special characters

The characters <, >, (, ), #,’, and " are not permitted in most CLI fields, but you can use them in passwords. If you use the
apostrophe (‘) or quote (") character, you must precede it with a backslash (\) character when entering it in the CLI set
command.

IPv4 address formats

You can enter an IPv4 address and subnet using either dotted decimal or slash-bit format. For example you can type
either:

set ip 192.168.1.1 255.255.255.0

or

set ip 192.168.1.1/24

The IPv4 address is displayed in the configuration file in dotted decimal format.
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Changing the baud rate

Using execute console baudrate, you can change the default console connection baud rate.

Al
S L4
? Changing the default baud rate is not available on all models.

Debug log levels

The following table lists available debug log levels on your FortiManager.

0 Emergency The system has become unusable.

1 Alert Immediate action is required.

2 Critical Functionality is affected.

3 Error An erroneous condition exists and functionality is probably affected.
4 Warning Function might be affected.

5 Notice Notification of normal events.

6 Information General information about system operations.

7 Debug Detailed information useful for debugging purposes.

8 Maximum Maximum log level.
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This chapter provides information about the ADOM functionality in FortiManager .

ADOMSs overview

FortiManager can manage a large number of Fortinet devices. ADOMs enable administrators to manage only those
devices that are specific to their geographic location or business division. This also includes FortiGate units with multiple

configured VDOMs.

If ADOMs are enabled, each administrator account is tied to an administrative domain. When a particular administrator
logs in, they see only those devices or VDOMSs that have been enabled for their account. The one exception is the admin
administrator account which can see and maintain all administrative domains and the devices within those domains.

Administrative domains are not enabled by default, and enabling and configuring the domains can only be performed by
the admin administrator. For more information, see Configuring ADOMs on page 40.

The default and maximum number of administrative domains you can add depends on the FortiManager system model.

The table below outlines these limits.

FortiManager Model

FMG-100C
FMG-200D
FMG-300D
FMG-400C
FMG-1000C
FMG-1000D
FMG-3000C
FMG-3900E
FMG-4000D
FMG-4000E
FMG-VM-Base
FMG-VM-10-UG
FMG-VM-100-UG
FMG-VM-1000-UG
FMG-VM-5000-UG
FMG-VM-U-UG
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30/30

30/30
300/300
300/300
800/800

1000/ 1000
5000 /5000
5000 /5000
4000 /4000
4000/4000
10/10
+10/+10
+100/+100
+1000/+1000
+5000 / +5000
+10000/+10000
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Configuring ADOMs

To use administrative domains, the admin administrator must first enable the feature, create ADOMSs, and assign
existing FortiManager administrators to ADOMs.

Ay
‘?' Enabling ADOMs moves non-global configuration items to the root ADOM. Back up the
- FortiManager unit configuration before enabling ADOMs.
N ! /, ADOMSs must be enabled before adding FortiMail, FortiWeb, and FortiCarrier devices to the
? FortiManager system. FortiMail and FortiWeb devices are added to their respective pre-
3 configured ADOMs.
S ! ’, In FortiManager 5.0.3 and later, FortiGate and FortiCarrier devices can no longer be grouped
q into the same ADOM. FortiCarrier devices should be grouped into a dedicated FortiCarrier
- ADOM.

Within the CLI, you can enable ADOMs and set the administrator ADOM. To configure the ADOMs, you must use the
GUL.

To Enable/disable ADOMs:

Enter the following CLI command:

config system global
set adom-status {enable | disable}
end

An administrative domain has two modes: normal and advanced. Normal mode is the default device mode. In normal
mode, a FortiGate unit can only be added to a single administrative domain. In advanced mode, you can assign different
VDOMs from the same FortiGate to multiple administrative domains.

L}
‘?' Enabling the advanced mode option will result in more complicated management scenarios. It
|| is recommended only for advanced users.

To change ADOM device modes:

Enter the following CLI command:

config system global
set adom-mode {advanced | normal}
end

To assign an administrator to an ADOM:

Enter the following CLI command:

config system admin user
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edit <name>
set adom <adom name>
next
end

where <name> is the administrator user name and <adom name> is the ADOM name.

Concurrent ADOM Access

System administrators can enable/disable concurrent access to the same ADOM if multiple administrators are
responsible for managing a single ADOM. When enabled, multiple administrators can log in to the same ADOM
concurrently. When disabled, only a single administrator has read/write access to the ADOM, while all other
administrators have read-only access.

Concurrent ADOM access can be enabled or disabled using the CLI or the GUI. The settings apply to all ADOMs, unless
you set workspace-mode to per-ADOM. When per-ADOM is enabled, you can apply different settings to each ADOM by

using the GUI.
\‘ ! 'l
? Concurrent ADOM access is enabled by default. This can cause conflicts if two administrators
- attempt to make configuration changes to the same ADOM concurrently.

To enable ADOM locking and disable concurrent ADOM access for all ADOMs:

config system global
set workspace-mode normal
end

To disable ADOM locking and enable concurrent ADOM access for all ADOMs:

config system global
set workspace-mode disabled
Warning: disabling workspaces may cause some logged in users to lose their unsaved
data. Do you want to continue? (y/n) vy
end

To enable workspace workflow mode for all ADOMs:

config system global
set workspace-mode workflow
end

Al
‘Q' When workflow mode is enabled, then the admin will have and extra option in the admin page
- under profile to allow the admin to approve or reject workflow requests.

To enable per-ADOM workspace mode settings:

config system global
set workspace-mode per-adom
end
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Al
‘Q' When per-adom is enabled, then the admin can set the workspace mode for each ADOM by
- using the GUI.
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Use system commands to configure options related to the overall operation of the FortiManager unit.

L}
‘9' FortiManager CLI commands and variables are case sensitive.

admin dns log route6
alert-console docker log-fetch saml
alertemail fips mail sniffer
auto-delete fortiview metadata snmp
backup all-settings global ntp sql on page 122
certificate ha password-policy syslog
connector interface report web-proxy
dm locallog route workflow approval-matrix

vy

TCP port numbers cannot be used by multiple services at the same time with the same IP
address. If a port is already in use, it cannot be assigned to another service. For example,

HTTPS and HTTP cannot have the same port number.

admin

Use the following commands to configure admin related settings.

admin group

Use this command to add, edit, and delete admin user groups.

Syntax

config system admin group

edit <group>

set member <string>

end
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Variable Description

<group> Enter the name of the group you are editing or enter a new name to create an
entry (character limit = 63).
member <string> Add group members.

admin ldap

Use this command to add, edit, and delete Lightweight Directory Access Protocol (LDAP) users.

Syntax

config system admin ldap
edit <server>

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
end

Variable

adom-attr <string>

adom <adom-name>

attributes <filter>

ca-cert <string>

cnid <string>

connect-timeout <integer>

dn <string>

filter <string>

group <string>

memberof-attr <string>

password <passwd>

port <integer>

profile-attr <string>
secondary-server <string>

secure {disable | ldaps | starttls}
server <string>

tertiary-server <string>

type {anonymous | regular | simple}
username <string>

Description

<server> Enter the name of the LDAP server or enter a new name to create an entry
(character limit = 63).

adom-attr <string> The attribute used to retrieve ADOM.

adom <adom-name> Set the ADOM name to link to the LDAP configuration.

attributes <filter> Attributes used for group searching (for multi-attributes, a use comma as a

separator). For example:
e member
e uniquemember

e member,uniquemember
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Variable Description

ca-cert <string> CA certificate name. This variable appears only when secure is setto 1daps or
starttls.

cnid <string> Enter the common name identifier (character limit = 20, default = cn).

connect-timeout <integer> Set the LDAP connection timeout, in milliseconds (default = 500).

dn <string> Enter the distinguished name.

filter <string> Enter content for group searching. For example:

(& (objectcategory=group) (member=*) )

(& (objectclass=groupofnames) (member=*))

(& (objectclass=groupofuniquenames) (uniquemember=*))
(& (objectclass=posixgroup) (memberuid=*))

group <string> Enter an authorization group. The authentication user must be a member of this
group (full DN) on the server.

memberof-attr <string> The attribute used to retrieve memeberof.

password <passwd> Enter a password for the username above. This variable appears only when type
is setto regular.

port <integer> Enter the port number for LDAP server communication (1 - 65535, default = 389).
profile-attr <string> The attribute used to retrieve admin profile.
secondary-server <string> Enter the secondary LDAP server domain name or IPv4 address. Enter a new

name to create a new entry.

secure {disable | [daps | starttls} Set the SSL connection type:
¢ disable: no SSL (default).
e ldaps:use LDAPS
e starttls:use STARTTLS

server <string> Enter the LDAP server domain name or IPv4 address. Enter a new name to
create a new entry.

tertiary-server <string> Enter the tertiary LDAP server domain name or IPv4 address. Enter a new name
to create a new entry.
type {anonymous | regular | Set a binding type:
simple} e anonymous: Bind using anonymous user search
e regular: Bind using username/password and then search
e simple: Simple password authentication without search (default)

username <string> Enter a username. This variable appears only when type is setto regular.

Example

This example shows how to add the LDAP user user1 at the IPv4 address 206.205.204.203.

config system admin ldap
edit userl
set server 206.205.204.203
set dn techdoc
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set type regular
set username authl
set password authl pwd
set group techdoc
end

admin profile

Use this command to configure access profiles. In a newly-created access profile, no access is enabled. Setting an
option to none hides it from administrators with that profile assigned.

Syntax

config system admin profile
edit <profile>

set adom-lock {none | read | read-write}
set adom-policy-packages {none | read | read-write}
set adom-switch {none | read | read-write}
set allow-to-install {enable | disable}
set app-filter {enable | disable}
set assignment {none | read | read-write}
set change-password {enable | disable}
set config-retrieve {none | read | read-write}
set config-revert {none | read | read-write}
set consistency-check {none | read | read-write}
set datamask {enable | disable}
set datamask-custom-priority {enable | disable}
set datamask-fields <fields>
set datamask-key <passwd>
set datamask-unmasked-time <integer>
set deploy-management {none | read | read-write}
set description <string>
set device-ap {none | read | read-write}
set device-config {none | read | read-write}
set device-forticlient {none | read | read-write}
set device-fortiswitch {none | read | read-write}
set device-manager {none | read | read-write}
set device-op {none | read | read-write}
set device-policy-package-lock {none | read | read-write}
set device-profile {none | read | read-write}
set device-revision-deletion {none | read | read-write}
set device-wan-link-load-balance {none | read | read-write}
set event-management {none | read | read-write}
set extension-access {none | read | read-write}
set fabric-viewer {none | read | read-write}
set fgd center {none | read | read-write}
set fgd-center-advanced {none | read | read-write}
set fgd-center-fmw-mgmt {none | read | read-write}
set fgd-center-licensing {none | read | read-write}
set global-policy-packages {none | read | read-write}
set import-policy-packages {none | read | read-write}
set intf-mapping {none | read | read-write}
set ips-filter {enable | disable}
set log-viewer {none | read | read-write}
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set policy-objects {none | read | read-write}
set read-passwd {none | read | read-write}

set realtime-monitor {none | read | read-write}
set report-viewer {none | read | read-write}
set scope (Not Applicable)

set set-install-targets {none | read | read-write}
set super-user-profile {enable | disable}

set system-setting {none | read | read-write}
set term-access {none | read | read-write}

set type {restricted | system}

set vpn-manager {none | read | read-write}

set web-filter {enable | disable}
config datamask-custom-fields
edit <field>

set field-category {alert | all | fortiview | log | euba}
set field-status {enable | disable}
set field-type {email | ip | mac | string}

next

end

Variable Description

<profile> Enter the name of the access profile, enter a new name to create a new profile
(character limit = 35). The pre-defined access profiles are Super_User, Standard_
User, Restricted_User, and Package_User.

adom-lock {none | read | read- Configure ADOM locking permissions for profile:
write} ¢ none: No permission (default).
¢ read: Read permission.
e read-write: Read-write permission.
Controlled functions: ADOM locking.
Dependencies: type mustbe system

adom-policy-packages {none | Enter the level of access to ADOM policy packages.

read | read-write} This command corresponds to the Policy Packages & Objects option on the
administrator profile settings page in the GUI. It is a sub-setting of policy-
objects.

Controlled functions: All the operations in ADOMs

Dependencies: Install and re-install depends on Install to Devices in DVM
settings, type mustbe system

adom-switch {none | read | read-  Configure administrative domain (ADOM) permissions for this profile (default =
write} none).
This command corresponds to the Administrative Domain option in the GUI.

Controlled functions: ADOM settings in DVM, ADOM settings in All ADOMSs page
(under System Settings tab)

Dependencies: If system-setting is none, the All ADOMs page is not
accessible, type mustbe system

allow-to-install {enable | disable} = Enable/disable allowing restricting users to install objects to the devices (default =
enable).
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Variable Description

app-filter {enable | disable} Enable/disable IPS Sensor permission for the restricted admin profile (default =
disable).
Dependencies: type mustbe restricted.

assignment {none | read | read- Configure assignment permissions for this profile (default = none).

write} This command corresponds to the Assignment option in the GUI. Itis a sub-

setting of policy-objects.
Controlled functions: Global assignment in Global ADOM
Dependencies: type mustbe system

change-password {enable | Enable/disable allowing restricted users to change their password (default =
disable} disable).

config-retrieve {none | read | Set the configuration retrieve settings for this profile (default = none).

read-write} This command corresponds to the Retrieve Configuration from Devices option in

the GUI. Itis a sub-setting of device-manager.
Controlled functions: Retrieve configuration from devices
Dependencies: t ype mustbe system

config-revert{none |read | read-  Set the configuration revert settings for this profile (default = none).

write} This command corresponds to the Revert Configuration from Revision History
option in the GUI. It is a sub-setting of device-manager.

Controlled functions: Revert configuration from revision history
Dependencies: type mustbe system

consistency-check {none |read| Configure Policy Check permissions for this profile (default = none).
read-write} This command corresponds to the Policy Check option in the GUI. It is a sub-
setting of policy-objects.
Controlled functions: Policy check
Dependencies: type mustbe system

datamask {enable | disable} Enable/disable data masking (default = disable).

datamask-custom-priority Enable/disable custom field search priority.
{enable | disable}

datamask-fields <fields> Enter that data masking fields, separated by spaces:
e (dstip: Destination IP
¢ dstname: Destination name
¢ email: Email
e message: Message
e srcip: Source IP
e srcmac: Source MAC
e srcname: Source name
e user: User name

datamask-key <passwd> Enter the data masking encryption key.
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Variable Description

datamask-unmasked-time Enter the time without data masking, in days (default = 0).

<integer>

deploy-management {none | Enter the level of access to the deployment management configuration settings
read | read-write} for this profile (default = none).

This command corresponds to the Install to Devices option in the GUI. Itis a sub-
setting of device-manager.

Controlled functions: Install to devices
Dependencies: t ype mustbe system

description <string> Enter a description for this access profile (character limit = 1023). Enclose the
description in quotes if it contains spaces.

device-ap Enter the level of access to device AP settings for this profile (default = none).
This command corresponds to the AP Manager option in the GUI.
Controlled functions: AP Manager pane
Dependencies: t ype mustbe system

device-config {none | read | read- Enter the level of access to device configuration settings for this profile (default =
write} none).

This command corresponds to the Manage Device Configuration option in the
GUI. Itis a sub-setting of device-manager.

Controlled functions: Edit devices, All settings under Menu in Dashboard
Dependencies: type mustbe system

device-forticlient {none | read | Enter the level of access to FortiClient settings for this profile (default = none).
read-write} This command corresponds to the FortiClient Manager option in the GUI.
Controlled functions: FortiClient Manager pane
Dependencies: t ype mustbe system

device-fortiswitch {none | read | Enter the level of access to the FortiSwitch Manager module for this profile
read-write} (default = none).

This command corresponds to the FortiSwitch Manager option in the GUI.
Controlled functions: FortiSwitch Manager pane
Dependencies: t ype mustbe system

device-manager {none | read | Enter the level of access to Device Manager settings for this profile (default =
read-write} none).

This command corresponds to the Device Manager option in the GUI.
Controlled functions: Device Manager pane
Dependencies: t ype mustbe system

device-op {none | read | read- Add the capability to add, delete, and edit devices to this profile (default = none).

write} This command corresponds to the Add/Delete Devices/Groups option in the GUI.
Itis a sub-setting of device-manager.

Controlled functions: Add or delete devices or groups
Dependencies: type mustbe system
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Variable Description
device-policy-package-lock Configure device policy package locking permissions for this profile (default =
{none | read | read-write} none).

Controlled functions: Policy package locking.
Dependencies: t ype mustbe system

device-profile {none | read | read- Configure device profile permissions for this profile (default = none).

write} This command corresponds to the Provisioning Templates option in the GUI. Itis
a sub-setting of device-manager.

Controlled functions: Provisioning Templates
Dependencies: t ype mustbe system

device-revision-deletion {none | Configure device revision deletion permissions for this profile (default = none).

read | read-write} This command corresponds to the Delete Device Revision option in the GUI. Itis
a sub-setting of device-manager.

Controlled functions: Deleting device revisions
Dependencies: t ype mustbe system

device-wan-link-load-balance Enter the level of access to wan-1ink-1oad-balance settings for this profile
(default = none).

This command corresponds to SD-WAN option in the GUI. It is a sub-setting of
device-manager.

Controlled functions: SD-WAN
Dependencies: t ype mustbe system

event-management {none |read | Setthe Event Management permissions (default = none).
read-write} This command corresponds to the Event Management option in the GUI.
Controlled functions: Event Management pane and all its operations

Dependencies: faz-status mustbe setto enablein system global, type
must be system

extension-access {none | read | Configure Extension Access permissions (default = none):
read-write} ¢ none: No permission (default).

¢ read: Read permission.

* read-write: Read-write permission.

fabric-viewer {none | read | read-  Configure Fabric Viewer (default = none):
write} ¢ none: No permission (default).

e read: Read permission.
e read-write: Read-write permission.

fgd_center {none | read | read- Set the FortiGuard Center permissions (default = none).

write} This command corresponds to the FortiGuard Center option in the GUI.
Controlled functions: FortiGuard pane, All the settings under FortiGuard
Dependencies: t ype mustbe system

fgd-center-advanced {none | Set the FortiGuard Center permissions (default = none).
read | read-write}
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Variable Description

This command corresponds to the Advanced option in the GUI. It is a sub-setting
of fgd-center.

Controlled functions: FortiGuard pane Advanced Settings options
Dependencies: t ype mustbe system

fgd-center-fmw-mgmt {none | Set the FortiGuard Center permissions (default = none).

read | read-write} This command corresponds to the Firmware Management option in the GUI. Itis
a sub-setting of fgd-center.

Controlled functions: FortiGuard pane Firmware Images options
Dependencies: t ype mustbe system

fgd-center-licensing {none | Set the FortiGuard Center permissions (default = none).

read | read-write} This command corresponds to the License Management option in the GUI. Itis a
sub-setting of fgd-center.

Controlled functions: FortiGuard pane Licensing Status options
Dependencies: t ype mustbe system

global-policy-packages {none | Configure global policy package permissions for this profile (default = none).

read | read-write} This command corresponds to the Global Policy Packages & Objects option in the
GUI. Itis a sub-setting of policy-objects.

Controlled functions: All operations in Global ADOM
Dependencies: type mustbe system

import-policy-packages {none | Configure importing policy package permissions for this profile (default = none).
read | read-write} This command corresponds to the Import Policy Package option in the GUI.
Controlled functions: Importing policy packages
Dependencies: type mustbe system

intf-mapping {none | read | read-  Configure interface mapping permissions for this profile (default = none).
write} This command corresponds to the Interface Mapping option in the GUI.
Controlled functions: Mapping interfaces
Dependencies: type mustbe system
ips-filter {enable | disable} Enable/disable Application Sensor permission for the restricted admin profile
(default = disable).
Dependencies: type mustbe restricted

log-viewer {none | read | read- Set the Log View permissions (default = none).
write} This command corresponds to the Log View option in the GUI.
Controlled functions: Log View and all its operations
Dependencies: faz-status mustbe setto enablein system global, type
must be system
policy-objects {none | read | read- Set the Policy & Objects permissions (default = none).
write} Controlled functions: Policy & Objects pane
Dependencies: t ype mustbe system
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Variable Description

read-passwd {none | read | read- Add the capability to view the authentication password in clear text to this profile
write} (default = none).

Dependencies: type mustbe system

realtime-monitor {none | read | Enter the level of access to the Drill Down configuration settings for this profile
read-write} (default = none).
Dependencies: faz-status must be setto enable in system global, t ype must
be system

report-viewer {none | read | read- Set the Reports permissions (default = none).
write} This command corresponds to the Reports option in the GUI.
Controlled functions: Reports pane and all its operations

Dependencies: faz-status mustbe setto enablein system global, type
must be system

scope (Not Applicable) CLI command is not in use.
set-install-targets {none | read | Configure installation targets permissions (default = none).
read-write} This command corresponds to the Installation Targets option in policy packages

in the GUL. Itis a sub-setting of policy-objects.
Controlled functions: Installation targets
Dependencies: type mustbe system

super